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PARTIAL TRANSLATION: 



[Technical Field of the Invention] 

The present invention relates to a method of storing files 
in a computer, more particularly, to a method of storing a data 
in an encrypted form in another computer connected via a 
communication line. 

[Prior Art] 

Regarding the conventional encryption system, it is 
discussed on pages 276-306 of New Development of Computer Data 
Protection. 

According to this, a line encryption has an encryption key 
which is common to intra-communication computers, and a data to 
be transmitted via the line is encrypted according to that 
encryption key, and the receiving side decrypts the encryption 
similarly by the encryption key. 

For a file encryption, a file key corresponding to the file 
is generated, and the data in the file is encrypted/decrypted 
according to that key. 

In order to safely store the data of one computer in a file 
of the other computer, the following processes are required- 
First, a communication in an encryption form is made, by 
utilizing a line encryption procedure, between a computer which 
is the source of generating an encryption and a computer wherein 
the data is stored, thereby to transfer the data safely. Next, 
the data is encrypted by utilizing a file encryption procedure 
and stored in the file. 



1 



[Problems to be Solved by the Invention] 

The above-discussed prior art did not give any consideration 
to an encryption system for a file control wherein a file is 
accessed via a communication line such as a file server system, 
and, therefore, it had the following problems. 

(1) In order to protect the data on the line, the line 
encryption is made every time when the data is transmitted from 
a work station to a file server or from the file server to the 
work station. Further, for the purpose of file protection, it is 
necessary to perform the file encryption every time when the data 
is stored or the data is read in the file server. Thus, it 
requires to do the line encryption and the file encryption 
doubly, the processing efficiency is poor. 

(2) Thee encryption key management must be carried out 
strictly by a system manager as it is a matter of secret. 
However, from the standpoint of the utilization mode for 
utilizing the file server, it cannot be expected that the user 
manages the key strictly. Thus, it is required to simplify the 
key manager. 

The present invention was made to solve such problems. 

An object of the present invention is to perform the 
encryption process of the file data efficiently, and, at the same 
time, to provide a simple method of managing an encryption key. 
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